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Transient Errors

As hardware errors become more frequent

— increased need for high-reliable and low-overhead
error detection methodologies

Main sources of hardware errors :
e small transistor technologies
e voltage scaling

Transient errors are:
e temporal phenomena
e the most frequent type of errors
e casy to handle at run-time
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Compiler-based Error Detection
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detection:
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Compiler-based Error Detection

Dual-modular error

detection:
e replicates the error
computation original detection
code code
e compares the two
outputs

e if the outputs are
identical, then the
execution continues
normally

e in case of an error,
the execution rolls
back to the last
checkpoint
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Synchronized Error Detection

REPLICATED

EXECUTE
cv EXECUTE

COMPARE

STOP

Synchronized Error Detection
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Basic-block Fragmentation Problem

BB1

(a)

I B original code

(a) No Error Detection
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Basic-block Fragmentation Problem

BB1 BBla

1. compicated control-flow

/ RN 2. the scheduler fails to produce
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Basic-block Fragmentation Example

Synchronized Error Detetction

3’=r2’+100
r3=r2+100
r20°=r10’+16
r20=r10+16
cmp r3.r3’
jmp

=700

before scheduling

r4=r2+200
rS’=rd’+r.
r5=r4+r3
r30°=r10’+32
r30=r10+32
cmp r30.r30°
mp

BB1
0[r3’=r2’+100
1 cmp r3.r3’

Jmp

BB2

Jjmp [

BB3

[r20]=r3

r30=r10+32 r30°=r10’+32

r5’=r4’+r3’ cmp r30,r30°

4
Sr5=r4+r3
6jmp

BB4

after scheduling

;gmp r5,r5’ |
jmp [

BB5

I[r30]=r5
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Basic-block Fragmentation Example

Synchronized Error Detetction

before scheduling

cmp r30.r30°
mp

BB1 | . BB1 |
r3’=r2’+100 | 0[r3’=r2’+100 = = =r1(’ |
r3=r2+100 ! A{cmp r3.03’ I = = |
e . : |
s 0 Bp2 - N .
Jclrnng r3.r3 ‘ % 1Y jmp [ _ _I» !
| 'pB3 ...y i
L g }@_&:%_FSO-I‘]OHZ 30=r10+32 :
= Srd=rd+r r5’=r4’+r3’ cmp r30,r30° !
L& 6imp | - !
! 5 BB4 l "’I‘"- —————— r;
L= 1 7lem r3.r5’ !
. 18jmp _ _I» — |
r5—r4+r3 3 3%‘5 | [ | 3
30=r10x32_|! \ ;
30=rl0+32 | LYo ‘
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Synchronized VS Decoupled Error
Detection

EXECUTE REPLICATED EXECUTE REPLICATED
EXECUTE EXECUTE
\ / T '_‘L
COMPARE COMPARE
STOP STOP
Synchronized Error Detection Decoupled Error Detection
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DRIFT
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DRIFT
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/ 2. it is OK to break the

program semantics of the

@) BB1b EHR ]
error detection code

basic-block___
fragmentation

~

2 a
BBl1c EHR BBlb! EHR

S
BBIC!EHR

E EHR
®) EHR ©
- --> EHR: Error Handling Routine — control edge

Il original code [ replicated code [l check

(a) No Error Detection (b) Synchronized Error Detection
(c) Decoupled Error Detection

slide 9 of 21 www.inf.ed.ac.uk



6 informatics

DRIFT

BB1 BBla

/

@ BB1b il EHR

basic-block___
fragmentation

-
BBl1c EHR

Ta
®) EHR

BBla

1. not constrained by the
limitations of code motion

2. it is OK to break the
program semantics of the
error detection code

3. no effect on fault—coverage

~

'Y
BBlb! EHR
S
BBlc ! EHR

EHR
(©

- --> EHR: Error Handling Routine — control edge
Il original code [ replicated code [l check

(a) No Error Detection
(c) Decoupled Error Detection
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DRIFT Example

Decoupled Error Detection

cmp r30.r30°

cmp r5,r5’

jmp

BB2

' [r30=r10+32

[l original code

[l replicated code
[l check code

- - > Control edge to

Error Handling
Routine
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r3’=r2’+100 1o[r3’=r2’+100 _ [r3=r2+100 r20°=r10’+16 [r20=r10+16

r3=r2+100 '1[[r20]=r3 cmp r3.r3’ r4’=r2’+200 _ [r4=r2+200

r20’=r10’+16 12rS’=rd4’+r3’ r30=r10+32 r5=r4+r3 r30°=r10’+32
éﬂ r20=r10+16 o0 1 3[[r30]=r5 cmp r20,r20°  |cmp r30,r30°  [cmp r5.r5’
.= 1 [cmp rgi{S’zo £ 1 4[imp _

cmp r20,r20’ — N T —————_____
% | il 2 | simp | N
f:) r4’=r2"+200 3 —===——" —
< 1 [r4=r2+200 == | BB3 el
@ r55’=24’+;3’ $ 1 6limp [ - |
@ 1 [rS=rd+r. ~ ' BB4 e
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Decouple Factor

Decouple factor is a metric that describes the number
of checks that are clustered together.
Increasing the decouple factor has three side-effects:

e decrease the impact of basic-block
fragmentation

e increase the probability to reduce the
fault-coverage

e increase the probability to create congestion on
the hardware (e.g. predicate register pressure,
fully occupied functional units)
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DRIFT Algorithm

code
replication

!

r2=rl+1
r2=rl+1
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DRIFT Algorithm

code
replication

|

code
isolation

!

emit
checks

!

decouple
checks

!

r2=rl+1
r2=rl+1
r2=rl+1

r200 =r100 + 1

CHK r2, r200

clustering the checks considering
the decouple factor

slide 12 of 21

www.inf.ed.ac.uk



Experimental Setup

o Compiler
e GCC-45.0
Performance Evaluation
e DELL PowerEdge 3250 server with 2x1.4GHz Intel
[tanium 2 processors
Fault-coverage Evaluation
e SKI simulator
Benchmarks
e Mediabenchll
e SPEC CINT2000
Compare
e NOED: No Error Detection
e SWIFT: Synchronized technique
e DEC-x: different values of decouple factor
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Performance Evaluation

I NOED mmssm SWIFT === DEC-2 msssm DEC-4 mmmm DEC-8 ———= DEC-16 mmmmm DEC-INF ===
M

OO0 =~V
ONDPORONBDDON B
SSSSSB60500800
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Performance Evaluation

Example of benchmark with few checks per basic-
block:

@ 1.50 - Distribution of BBs with given Checks
Cjpeg mm— 40%
Z 125
e " y
3 1.00 ?Z 30%
% 0.75 _‘EZO%
B 050 £
8 2 10%
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Number of Checks in BB
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Performance Evaluation

Example of benchmark with many checks per basic-
block:

@ 2.50 263 Distribution of BBs with given Checks
enc m— 40%
Z 200 ‘
b & 30%
< 1.50 [a)
& £ 20%
£ 100 2
o
=
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Number of Checks in BB
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Fault Coverage Evaluation

e Single-Event Upset (SEU) fault model
e Monte Carlo simulations:
1 count dynamic instructions
2 randomly pick one instruction
3 randomly flip one bit of the instruction’s output
4 execute the program
5 repeat steps 2-4 for 300 times for each
implementation of each benchmark
e Errors taxonomy:
e benign errors: result in correct output
e detected errors: are the errors that a technique
detects
e exceptions: are the errors that raise exceptions
e data corrupt errors: change program'’s output
e time-out errors: result in infinite execution of the
program. slide 17 of 21 www.inf.ed.ac.uk
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Fault Coverage Evaluation

cjpeg

Error Distribution
Error Distribution
Error Distribution

Error Distribution
Error Distribution
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Error Distribution

Error Distribution

Fault Coverage Evaluation (2)

mpeg2enc

300.twolf

Error Distribution

181.mcf 175.vpr

Error Distribution

benign s
detected ==
exceptions
data—corruption mmm
time—out mmmm
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Conclusions

e Basic-block fragmentation restricts scheduler
from performing aggressive code motion
optimisations.

e DRIFT breaks the execute-check-confirm-
execute cycle and produces scheduler-friendly
code.

e DRIFT outperforms state-of-the-art up to
29.7% and reduces the error detection
overhead to x1.29 (on average).

e DRIFT's performance gains have no impact on
fault-coverage.

slide 20 of 21 www.inf.ed.ac.uk



By T uNVERSITY EDINBURGH
@ informatics

DRIFT: Decoupled
compileR-based
Instruction-level
Fault-Tolerance

Konstantina Mitropoulou T, Vasileios Porpodas
and Marcelo Cintra™

School of Informatics, University of Edinburgh T
Intel Labs Braunschweig*

LCPC 2013
slide 21 of 21 www.inf.ed.ac.uk



